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Abstract

A report in February 2017 reflects the ESMA view on the use of distributed ledger technology for
securities markets. While ESMA finds that any further regulatory action would be premature for
the time being, it advocates active engagement from European and international regulators. This
report should encourage developers and creators of distributed ledger technologies as it
demonstrates the willingness of the regulator to learn and acquire a deeper understanding of the
benefits and challenges that come with the new technology. The ESMA report paves the way to
further regulatory action once a specific use case for securities markets matures.

1. The Regulatory Approach

Distributed ledger technology is under regulatory scrutiny. The European Securities and
Markets Authority (ESMA) is closely monitoring the development of this technology. The
discussion dates back to April 2015 when ESMA first published a call for evidence on
investments with virtual currencies and distributed ledger technology1. In June 2016, a
discussion paper followed to seek feedback from market participants2. The recent report
reflects the ESMA position on the application of this technology for securities markets3.

ESMA’s position is guided by the responses of the market participants to its discussion
paper4. Most market participants anticipated a gradual deployment of distributed ledger
technology and did not find a scenario likely in which distributed ledger technology would
fundamentally overhaul the existing system at once5. This view of a gradual
implementation accounts for ESMA’s consideration that distributed ledger technology is an
optimization tool rather than a disruptive fabric structure for the entire financial market - at
least for the short and middle term.

From this angle, ESMA raises the question how the existing legal framework applies to the
technology. The law remains to certain extent technology agnostic6.

2. Private Distributed Systems

The scope of the report is broad and restricted at the same time. On the one hand, the
scope is broad because ESMA deliberately uses the term ‘distributed ledger technology’
avoiding connotations with the term ‘blockchain’. The regulator highlights the decentralized
structure by defining distributed ledgers as records of transactions that are maintained by
a ‘shared’ network of nodes7. While blockchains are maintained in a decentralized way, a
blockchain is usually referred to as a specific type of distributed ledger technology that
records transactions and puts them in a chronological block8. The term ’distributed ledger
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LDN_IT/DPC/RIMO rimo(LDN7W22743) 3 B_LIVE_EMEA1:4386063v1

technology’ in contrast has broader meaning. It characterizes a database that stores
transactions and records in a continuous ledger rather than sorting them into blocks9.

On the other hand, the scope of the report is restricted because herein ESMA only
focuses on private permissioned systems. Unlike open blockchains such as the original
Bitcoin Blockchain, permissioned distributed ledger technologies only allow authorized
participants to contribute to the validation process of admissible transactions. As a matter
of fact, the majority of market participants deploy permissioned distributed ledger
technology10.

ESMA’s focus on private distributed ledger technology lines up with its overall approach to
the technology. While the regulator remains fairly neutral to the application of any type of
distributed ledger technology. Special attention is paid when such technology becomes
widely adopted. Financial stability and consumer protection are the key considerations that
warrant such special attention. The main characteristic of this technology pivots around its
‘distributed’ structure.

3. Benefits and Challenges

It appears that ESMA believes that the challenges of distributed ledger technology
outweigh its benefits for the time being. ESMA believes that the technology will likely have
the greatest impact on the post-trade process of securities trans-actions11. As a
consequence, ESMA examines the benefits and challenges of a deployment for clearing
and settlement, safekeeping and record-keeping and supervision and oversight functions.
The inherent advantages of distributed ledger technology rest on its decentralized
structure and automation capabilities.

3.1 Categories of Benefits

ESMA recognizes many benefits of distributed ledger technology for securities markets. It
groups them into four categories adding cost reduction as a fifth benefit that follows from
the others.

(A) Efficiency Gains.

First, ESMA envisages efficiency enhancements in the post-trade processing of
securities transactions12. Efficiency here encompasses the arrangement’s design,
functionality and resource needs of a particular process13. For post-trade
transactions, efficiency enhances when speed of settlement is improved and
overall costs compared to existing processes are reduced.

Distributed ledger technology is capable to combine several processes into a
single step. This is realized by deploying smart contracts on an additional
application layer on top of the fabric layer. Smart contracts are implementations of
contract terms into executable computer code14. The development of distributed
ledger technology created automated contract tools that self-execute and self-

9 9
Id. at 18.

10
ESMA Report, supra note 3, at 4.
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ESMA Report, supra note 3, at 12
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Id. at 5.
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See COMMITTEE ON PAYMENTS AND MARKET INFRASTRUCTURES, DISTRIBUTED LEDGER

TECHNOLOGY IN PAYMENT, CLEARING AND SETTLEMENT, at 12, www.bis.org/cpmi/publ/d157.pdf
(Feb. 2017).
14

Michael Mainelli, From Slips To Smart Contracts, at 15,
http://www.zyen.com/Publications/From_Slips_To_Smart_Contracts_Report_2017.12_Final.pdf (Jan.
2017).
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enforce provisions based on pre-defined conditions15. Smart contracts for now
determine the design and development of use cases that try to combine several
processes such as trade confirmation, affirmation, allocation and settlement into
one single step16.

As a consequence, automation could eliminate the need for human intervention in
executing a transaction. This could lead to simplifications, improvement of speed
and possibly cost reduction in the post-trade process.

(B) Enhanced Reporting.

Second, ESMA believes that the instant access to a single master record could
benefit both the market participants and the regulator alike. Distributed ledger
technology can offer a shared data repository for market participants and
regulators. Since the data is shared in a network of nodes, information is pushed to
rather than pulled by the receiving participant. This transforms compliance from
post-transaction monitoring to on-demand and immediate monitoring17.

Under this view, the regulator becomes part of the distributed network itself.
Although ESMA stresses the potential reputational risks if regulators have direct
access to data18, it nevertheless indicates that regulatory actions will occur either
on the technological level itself or at least induce technological designs to enable
regulatory actions once the technology is widely adopted19.

(C) Resilience and Availability.

Third, ESMA notices advantages as to resilience to cyber-attacks and system
breakdowns20. The issue of a ‘single point of failure’ comes here into mind. It
refers to a failure of a component that can terminate the availability of the entire
system21. This issue is particularly relevant in cloud computing where it is solved
by redundancy techniques and data replication22. In distributed ledger technology,
this issue is addressed by sharing the data through the entire network. Attackers
would have to control a number of IT systems rather than one to affect the
system23. , which leads to greater resilience of the system.

(D) Reduced Counterparty Risk.

Fourth, ESMA believes that shorter settlement cycles could reduce counterparty
(credit) risk24. Counterparty credit risk refers to the risk of an entity entering into a
contract with a counterparty having a relevant default probability25. In a distributed
ledger technology-based platform, asset tokens will be automatically transferred

15
MELANIE SWAN, BLOCKCHAIN - BLUEPRINT FOR A NEW ECONOMY 9 (2015).

16
See WORLD ECONOMIC FORUM, THE FUTURE OF FINANCIAL INFRASTRUCTURE, at 126,

17
ESMA Report, supra note 3, at 28.

18
Id. at 6.

19
Id. at 18.

20
Id. at 6.
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G. SOMASUNDARAM & ALOK SHRIVASTAVA, INFORMATION STORAGE AND MANAGEMENT, at

210 (2009).
22

K. Ranjithprabhu & D. Sasirega, Eliminating Single Point of Failure and Data Loss in Cloud Computing, 3
INT’L J. SCI. RES. 335 (2014)
23

EUROPEAN CENTRAL BANK, DISTRIBUTED LEDGER TECHNOLOGIES IN SECURITIES POST-
TRADING, at 14, https://www.ecb.europa.eu/pub/pdf/scpops/ecbop172.en.pdf (Apr. 2016).
24

Supra note 3, at 7
25

See DAMIANO BRIGO, MASSIMO MORINI & ANDREA PALLAVICINI, COUNTERPARTY CREDIT
RISK, COLLATERAL AND FUNDING, at 27 (Apr. 2013).
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triggered by the occurrence of predefined conditions. For post-trade transactions,
this automation process would shorten the settlement cycle and thus reduce the
risk exposure to the transaction settlement time span.

3.2 Categories of Challenges

ESMA identifies a set of challenges that the use of distributed ledger technology faces.
Most of these challenges address technology-related issues. Selected challenges of
inherent legal quality shall be elaborated in the following.

(A) Delivery versus Payment Settlement.

The ability to provide delivery versus payment settlement is important to reduce
counterparty credit risk. This ability requires support from central banks.

After the parties of a securities transaction have agreed on the terms of the
transaction, clearing and settlement occurs. Clearing describes the process in
which an entity calculates the counterparty’s obligation to deliver the securities or
make payments on settlement date. Settlement describes the process in which the
securities are delivered to the buyer and the funds to the seller. The settlement in
its simplest form consists of a securities leg and a payment leg. Finality of each leg
occurs when the transfer is irrevocable and unconditional26. The securities can be
transferred either free of payment or against payment. When the transfer is against
payment, ‘Delivery versus Payment (DvP)’ is used as a mechanism where delivery
of securities occurs only if payment occurs27. Counterparty credit risk is reduced
when money settlement is conducted in central bank money. In terms of distributed
ledger technology, this means that central bank money needs to be on or
connected to the ledger28.

To provide delivery versus payment, the involvement of central banks is essential.
This faces legal challenges in terms of the legal role and relationship of the central
banks on a distributed ledger technology infrastructure. The issue of delivery
versus payment is located on the gateways where digital tokens are linked to real
world assets.

(B) Governance Issues.

One of the most intricate as well as intriguing legal issues of distributed ledger
technology is governance. The term governance shall refer here to the
management and control of the distributed ledger technology fabric layer. The
questions arise who may change the code and who is responsible for the recorded
transactions.

The software parameters in a distributed ledger technology determine the basic
inputs for each transaction, the timing and priority for encoding these transactions
into the distributed ledger technology. This applies even more so on a public
blockchain29.

26
David Mills, Kathy Wang, et al., Distributed ledger technology in payments, clearing, and settlement at 6,

https://www.federalreserve.gov/econresdata/feds/2016/files/2016095pap.pdf (2016).
27

COMMITTEE ON PAYMENT AND SETTLEMENT SYSTEMS AND TECHNICAL COMMITTEE OF THE
INTERNATIONAL ORGANIZATION OF SECURITIES COMMISSIONS, PRINCIPLES FOR FINANCIAL
MARKET INFRASTRUCTURES, at 8, http://www.bis.org/cpmi/publ/d101a.pdf (Apr. 2012)[hereinafter
CPMI-IOSCO Principles].
28

See ESMA Report, supra note 3, at 8
29

See David Yermack, Corporate Governance and Blockchains, at 26,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2700475 (Nov. 28, 2015).
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The root cause of the governance issue rests in the characteristics of trust. To be
more precise, the characteristics of trust within a distributed environment. Trust
shall be generally defined here as ‘a confident reliance on the integrity, veracity, or
justice of another’30. Trust by this definition entails a strong connotation of
mutuality or reciprocity. This mutuality exists for instance on a peer-to-peer basis,
where trust is shared between two individuals in a relationship. In the context of
distributed ledgers, the concept of ‘trustless trust’ has been introduced31. It
describes the process that enables the trust of a system without trusting any actors
within it32. The term trustless trust is misleading as it does not cover all aspects of
trust. It rather describes one aspect of trust: technological reliance of the system.
Therefore, trustless trust refers only to a computational trust to the blockchain
system. It however does not refer to the trust relationship between the
participants33.

As a result, the governance issues of establishing obligations, liabilities and rights
of the participants on a distributed ledger remain subject matter of the law and the
agreements establishing provisions governed by the laws that are applicable to the
relationships. These provisions will have to address the liability of the participants,
rules to approve/reject authorised participants, correction mechanisms, applicable
law in case of disputes34.

(C) Risks Issues.

ESMA detects several key risks associated with distributed ledger technology.
These risks are cyber risk, risk of money laundering, operational risks, risk to fair
competition and orderly market, systemic risks and other risks.

The general principle of these risks lies in the question of how to control the
technology to provide the safe and soundness of the securities markets. ESMA
expresses concerns of the inability to adequately address certain risks that might
have greater effect on the overall system and in some cases bring about unfair and
illicit outcomes35. These concerns are not specific to distributed ledger technology.
They express the insecurity about the lack of knowledge to basically any new
technology.

Cyber Risk. Cyber risk in this context means any risks of financial loss or damage
from a failure of the distributed ledger system. ESMA picks two concerns of cyber
risks to illustrate this type of risk: probability of a system failure and the possibility
of cracking the deployed encryption algorithm. ESMA does not elaborate what
specific system failures it has in mind.

In a permissioned system, a system failure could result from hijacking of a single
entity. This issue is equivalent to the so-called ‘51% attack’36 in a permissionless
system such as the Bitcoin Blockchain. This term describes a scenario in which an
attacker would take control over the consensus algorithm by producing new blocks

30
FUNK & WAGNALL, NEW INTERNATIONAL DICTIONARY OF THE ENGLISH LANGUAGE (1997)

31
Kevin Werbach, Trustless Trust, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2844409 (Aug.

2016)
32

Id. at 5.
33

Id.
34

ESMA Report, supra note 3, at 9
35

Id. at 11
36

Ittay Eyal & Emin G¨un Sirer, Majority is not Enough, Bitcoing Minig is Vulnerable,
https://www.cs.cornell.edu/~ie53/publications/btcProcFC.pdf (Nov. 15, 2013).
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faster than the rest of the network and thus tampering with the validation process37.
Depending on the architecture of the permissioned system deployed in the specific
use case, hijacking of a single entity could have severe implications for the entire
system.

The second example emphasized by ESMA concerns the cracking of the
encryption algorithm38. Most distributed ledger technologies deploy crypto-
graphically generated public and private keys to operate. Cryptography shall be
used here as the process of disguising a message which can only be read by
sender and receiver. The concept of public key or ‘asymmetric’ encryption39

suggests the use of different keys for encryption and decryption. The sender would
encrypt a message with the agree-upon public key, while the receiver would
decrypt the message with her private key40. The process makes use of a ‘one way
function’ that is easier to execute in one direction than it is to revers41. Through the
development of quantum computers the computation of mathematical challenges
becomes increasingly resolved in a shorter amounts of time42. Quantum
computing therefore poses a potential threat to asymmetric cryptography.

Concluding, cyber risks derive first from a lack of trust in the new technology. But in
terms of threats more specific to distributed ledger technology, future-proof
solutions must address the challenges arising from each of the components of the
new technology: safety of the cryptographic and security of the consensus
algorithm.

Risk of money laundering. The risk of money laundering has been particularly
discussed in the context of the Anti-Money-Laundering-Directive for the use of
virtual currencies43. Although the efforts of the European policy makers to extent
the scope of the Anti-Money-Laundering-Directive to virtual currencies, the
measures shall have no negative effect on the use of distributed ledger
technology44. In terms of distributed ledger technology, the concern45 is that
cryptography could be used to conceal identities and undertake fraudulent
activities such as money laundering.

Operational risks Operational risk is the process of policies, procedures, expertise
and systems that an institution needs in order to manage all risks resulting from its
financial transactions46. In terms of distributed ledger technologies, the
decentralized structure of the platform might cause a dissemination of errors and a

37
EUROPEAN UNION AGENCY FOR NETWORK AND INFORMATION, DISTRIBUTED LEDGER

TECHNOLOGY & CYBERSECURITY at 15 et seq., https://www.enisa.europa.eu/publications/blockchain-
security/at_download/fullReport (Dec. 2016).
38

ESMA Report, supra note 3, at 10
39

Whitfield Diffie & Martin E. Hellman, New Directions in Cryptography, 22 IEEE Trans. on Info. Theory 644
(1976).
40

Peter Swire & Kenesa Ahmad, Encryption and Globalization, 13 Colum. Sci. & Tech. L. Rev. 427 (2012).
41

Id
42

ESMA Report, supra note 3, at 11.
43

European Commission, Proposal for a Directive amending the Anti-Money-Laundering Directive,
http://ec.europa.eu/justice/criminal/document/files/aml-directive_en.pdf (Jul. 5, 2016); European Banking
Authority, Opinion on the EU Commission’s proposal to bring Virutal Currencies into the scope of Directive
(EU) 2015/849,
https://www.eba.europa.eu/documents/10180/1547217/EBA+Opinion+on+the+Commission%E2%80%99s+
proposal+to+bring+virtual+currency+entities+into+the+scope+of+4AMLD (Aug. 11, 2016) [hereinafter EC
Proposal]; European Central Bank, Opinion on the proposal for a directive amending Directive (EU)
2015/849), https://www.ecb.europa.eu/ecb/legal/pdf/en_con_2016_49_f_sign.pdf (Oct. 12, 2016)
44

See EC Proposal, id. at 13
45

ESMA Report, supra note 3, at 11
46

AMANAT HUSSAIN, MANAGING OPERATIONAL RISK IN FINANCIAL MARKETS 91 (2002).
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‘glitch or failure’ might have wide consequences47. Standardisations and good
practices will have to take place in order to minimize the operational risks arising
from the decentralized architecture.

Risk to fair competition and orderly market. The risk to fair competition is not
specific to distributed ledger technologies. The principle of ‘the winner takes it all’
applies to any technology that disrupt existing systems. However, considering the
disruptive potential of distributed ledger technologies, antitrust-laws must proof to
be effective.

Systemic Risk and other risks. Systemic risk increases through enhanced
interconnectedness. While ESMA believes that the systemic dimensions of
distributed ledger technology is still low and it will become an issue as the
technology develops48.

Other risks identified by ESMA concern the complexity and lack of knowledge over
the technology49. The overall fear is that the complexity of distributed ledger
technologies would lead to increase operational risks and market frag-mentation.
On the other hand, only a small number of people currently have knowledge and
skills related to this new technology.

The view on the key risks of distributed ledger technology stems from the
decentralized structure inherent to this technology. While interconnectedness and
automatization promote efficiency gains, they also increase systemic risk through
operational risk. New challenges specific to distributed ledger technology pose new
legal questions to its deployment.

4. Existing Legal Framework

ESMA poses the question how distributed ledger technology complies to the existing legal
framework. By focusing on the post-trading activities, ESMA investigates four activities
that might be affected: 1. clearing, 2. settlement, 3. safe-keeping and record-keeping and
4. regulatory reporting.

4.1 Clearing

Clearing describes the process in which an entity calculates the counterparty’s obligation
to deliver the securities or make payments on settlement date. Clearing services are
usually provided by Central Counterparties (CCPs). In a securities transaction, the buyer
and seller would transmit their orders to trade to their respective brokers. The orders are
routed to a trading venue where they can cross in an order book and then make the trade.
The details of the trade are then sent to the clearing house that reconciles the orders and
nets them with other pending instructions. The clearing house becomes the CCP to both
the buyer and the seller (‘netting by novation’)50.

In a distributed ledger scenario, a near real-time asset transaction settled for cash is made
possible through smart contracts. Smart contracts are executable computer code that is
saved on the distributed system. The trades could be pre-programmed as smart contracts

47
See Angela Walch, The Bitcoin Blockchain as Financial Market Infrastructure: A Consideration of

Operational Risk, 18 N.Y.U. J. Legis. & Pub. Pol’y 837 (2015
48

ESMA Report, supra note 3, at 12
49

Id.
50

EUROPEAN CENTRAL BANK, OCCASIONAL PAPER SERIES - DISTRIBUTED LEDGER
TECH¬NOLOGIES IN SECURITIES POST-TRADING, at 20,
https://www.ecb.europa.eu/pub/pdf/scpops/ecbop172.en.pdf (April 2016).
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comprising the obligations of the two counterparties. While the obligations could still be
novated to a CCP. The smart contract, however, could automatically verify that the buyer
has the means to complete the transaction and the validated transaction would be
recorded on the ‘asset ledger’ and simultaneously on the ‘cash ledger’51. Smart contracts
could be deployed for various computational and reconciliation tasks; e.g. in derivatives
transactions, they could recompute the exposures and recalculate variation margin52.

Smart contracts in the context of securities transactions have disintermediation
capabilities. The possibility of instant settlement would effect the clearing for cash
transactions. The possibility of automatic netting would effect the collateral management
and the handling of margin calls.

These intermediation capabilities have effect to a lesser extend where the existing legal
framework already attributes certain functions only to authorized and regulated entities. In
the context of derivatives transactions, Article 4 of the European Market Infrastructure
Regulation (EMIR)53 requires mandatory clearing through an authorized or recognised
CCP for over-the-counter derivatives transactions of certain classes. Further, the Markets
in Financial Instruments Regulation (MiFIR)54 extents mandatory clearing to regulated
markets for exchange-traded derivatives. With mandatory clearing obligations, the
regulator tries to ensure certainty of the trades that have been executed. The CCP bears
the credit risk of buyer and seller of a trade. It guarantees that the non-defaulting party
keeps their rights and obligations when their counterparty is in default during the time
period of execution and settlement. However, where such clearing function is not imposed
by the existing law, smart contracts could be deployed to combine clearing and settlement.
This is possible for spot trans-actions and OTC derivatives transactions that are not
subject to the mandatory clearing obligation under EMIR and MiFIR55.

4.2 Settlement

The securities settlement through a distributed ledger-based platform proofs difficult under
the existing framework.

Settlement describes the process in which the securities are delivered to the buyer and
the funds to the seller. In the European Union, securities settlements are operated by
Central Securities Depositories (CSDs). CSDs are licensed entities governed by the
Central Securities Depositories Regulation (CSDR)56 . A CSD is defined as a ‘legal person
that operates a securities settlement system57 ...’. A securities settlement system is a
system for the execution of transfer securities orders defined in the Settlement Finality
Directive (SFD)58 . Entities that apply for a CSD license must fulfil a host of performance
and operational criteria such as enhanced capital and transparency requirements. Three
scenarios are envisaged where a distributed ledger-based platform could provide a
register of legal title on securities:

First, it could qualify as a CSD itself. Such distributed ledger-based platform would have to
be a securities settlement system. For such system, they would need to be designated
under the SFD, which they are not. Therefore, distributed ledger-based platforms could

51
See Oliver Wyman and Euroclear, Blockchain in Capital Markets - The Prize and the Journey, at 10,

http://www.oliverwyman.com/content/dam/oliver-wyman/global/en/2016/feb/BlockChain-In-Capital-
Markets.pdf (Feb. 2016).
52

Id.
53

Regulation (EU) No 648/2012, 2012 O.J. (L201) 1.
54

Regulation (EU) No 600/2014, 2014 O.J. (L 173) 84.
55

See ESMA Report, supra note 3, at 14.
56

Regulation (EU) No 909/2014, 2014 O.J. (L 257) 1
57

Art. 2 no. 1 para. 1 CSDR.
58

Directive 2009/44/EC, 2009 O.J. (L 146) 37.
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only settle transactions other than in transferable securities admitted to trading on EU
trading venues59. .

Second, the distributed ledger-based platform could qualify as a settlement internaliser
under CSDR. Settlement internalisers are defined as ‘institutions which execute transfer
orders on behalf of clients (...) other than through a securities settlement system60’ . CSDR
requires that settlement internaliser should have direct access to a CSD and must meet
reporting requirements61.

Third, an existing CSD could deploy a distributed ledger technology to pro-vide settlement.
In this case, the CSD would have to ensure that the deployment of the new technology is
in compliance with the regulatory obligations under CSDR and the principles of CPME-
IOSCO62 , such as Delivery versus Payment, settlement finality, operational resilience and
cyber resilience.

Concluding, the deployment of a distributed ledger-based platform for securities
settlement under the existing rules could be achieved with the assistance of or by an
existing CSD.

4.3 Safe-keeping and Record-keeping

ESMA discusses the deployment for the safekeeping and record-keeping of ownership of
securities and rights attached to securities including asset servicing63.

The safekeeping and record-keeping of ownership rights concern the tokenization of
assets. Tokenization is understood here as a process of converting rights to an asset into
a digital token on a distributed ledger. This conversion process depends on the asset to be
held and recorded and thus on the national rules applicable to it.

ESMA highlights two instances64 : jurisdictions that does not allow securities to be fully
dematerialised, the tokenization of the securities might be problematic. In Germany,
issuers have to create a physical certificate for the issuance of securities in accordance
with the civil law. The need to maintain the physical certificate would remain in addition to
the record of the token. Further, the obligation to confirm legal title follow the provisions of
the applicable jurisdiction. Authorized intermediaries would have to ensure that distributed
ledger-based safekeeping and record-keeping tools would comply with these local law
requirements. The safekeeping and record-keeping activities would follow national
requirements under local law. Custodians play a central role as trustee for their client
beneficiaries. For custodians to use distributed ledger technologies for safe- and record-
keeping, the compliance of such local law requirements must be ensured and economic
incentives visible.

4.4 Regulatory Reporting

Regulatory reporting is imposed by many regulations. EMIR requires the reporting of OTC-
derivatives and exchange-traded derivatives to trade repositories. The Securities
Financing Transaction Regulation (SFRT)65 requires reporting obligations for securities
financing transactions. Distributed ledger technology for regulatory reporting purposes

59
And other than for transferable securities transferred following a financial collateral arrangement under

Financial Collateral Directive
60

Art. 2 no. 1 para. 11 CSDR.
61

See ESMA Report, supra note 3, at 15.
62

See CPMI-IOSCO Principles, supra note 13.
63

ESMA Report, supra note 3, 16.
64

ESMA Report, supra note 3, 17
65

Regulation (EU) No 2015/2365, art. 4, 2015 O.J. (L 337) 1.
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would have to comply with the existing rules. However, in no other scenario of
deployment, the regulator would have a direct involvement to the technology. This applies
to the rules and regulations imposing reporting requirements themselves. They would
have to accept reporting on a distributed basis. Finally, regulators would have to decide
whether they would want to have direct access to the information provided on the
distributed ledger.

5. Conclusion

The ESMA reports is an important step in the dialogue between market participants and
the European regulator. Developers and creators are encouraged to work on solutions to
the deploy distributed ledger technology on securities markets. The existing legal
framework poses limitations on the deployment because they are not in line with the
decentralized concept of the new technology. The emerging use cases will show whether
this technology will be an enhancing tool or a fabric layer with disruptive power.
Nevertheless, are regulatory actions inevitable when this technology matures.


